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SGBox - Windows Auditing Configuration v S G B D X

1 Introduction

To collect all the logs necessary to audit Windows Servers and Workstations, you need to configure
the Group Policies enabling auditing for those objects you want to monitor and, if you want
to Audit Files activity, the ACLs for the folders you want to check have to be configured as well.

You can control file activities on both shared folders and not shared local folders.

The first step is to configure group policies, or local policies if the Server or Workstation to be
controlled is not part of an Active Directory domain.

You must also configure ACLs for the folders and/or disks that you want to monitor, bearing in
mind that to obtain audit events, both configurations must be active on the folder or disk to be
audited. If acLs are not applied, or if group policies are not configured, the events required for
auditing will not be raised.

Be careful that if you want to check the events relating to an Active Directory Domain, you will need
to configure the Object Level Auditing also at the Domain level.
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2 Advanced Audit Policy Configuration

To have more detail and greater control over the auditing levels activated, it is preferable to
configure and use advanced auditing policies.

2.1 Preliminary Activities

Before you switch to group policy configuration, you need to configure a couple of things that are
essential for the solution to work properly:

- Security Options
- Security event log size and its retention methodology

2.1.1 Security Options Configuration

If both basic and advanced audit policies are defined by chance, we would obtain incorrect audit
values, to overcome this problem it is necessary to set up the Security Policy appropriately.

Verify that locally, on each Server/Workstation we are going to monitor, the Security Policy (1)
Audit: Force audit policy subcategory settings to override audit policy category settings (2) is
configured on Enabled (system default) so that basic audit policies are ignored in favor of
advanced audit policies.

On the machines to be verified, open the Local Security Policy panel located in

Start -> Windows Administrative Tools -> Local Security Policy

 Local Security Policy - O X
File Action View Help

e 2@ XE = HE

 Security Settings Policy - Security Setting A

5 fccolu:tl.P?llaes lg) Accounts: Administrator account status 2 Enabled
via c_)ca ? ICIeS. \4) Accounts: Block Microsoft accounts Not Defined
|4 Audit Policy )
l5) Accounts: Guest account status Disabled

_4 User Rightsgi€signment

4 Security Options ls| Accounts: Limit local account use of blank passwords to co... Enabled

< Windows Firewall with Advanced Seci| % Accounts: Rename administrator accou Administrator
| Network List Manager Policies ls] Accounts: Rename guest account Guest

] Public Key Policies [Zg Audit: Audit the access of global sygfem objects Disabled

| Software Restriction Policies (2| Audit: Audit the use of Backup gjfd Restore privilege Disabled

] Application Control Policies ﬁ Audit: Force audit policy subcategory settings (Windows Vis... Enabled
, g IP Security Policies on Local Compute| | Audit: Shut down system immediately if unable to log secur... Disabled
| Advanced Audit Policy Configuration|| ;] DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
2z DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
l2s| Devices: Allow undock without having to log on Enabled
< > || & Devices: Allowed to format and eject removable media Not Defined v
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2.1.2 Event Log Configuration

The configuration of the security event log features can be performed both locally, for each
machine, and centrally through Group Policy.

It is also very important to configure the size and operating mode of the Security Log appropriately
so that no events are lost in case of temporary lack of connection with the Server or the SGBox
Collector.

2.1.2.1 lLocal Configuration

On the machines to be monitored, open the Event Viewer csnap-in located in Start ->
Windows Administrative Tools -> Local Security Policy, expand Windows Logs menu entry,
right click on Security (1) and choose Properties from the pop-up menu.

Position yourself on Security (1) and set the values as follows:

- Maximum log size (KB): 4194240 (2)
- check the radio button Overwrite events as needed (3)

and press OK (4) to save the configuration.

& Event Viewe
File Action View Help
=5
@ Event Viewer (Local) Event Viewer (Local)
[ Custom Views [ . X ) I
« [ Windows Logs 0.1 Log Properties - Security (Type: Administrative) X
& Apph.catlon @ General
f53 Security
Setu =
% Syst:m E‘ Full Name: Security
F ded Event
_, [ Forwarded Events Log path: %SystemRooto\System32\Winevt\ Logs\Security.evix
) Applications and Services Lo| Sum
,j Subscriptions Log size: 143.07 MB(150,016,000 bytes)
Eve Created: Thursday, December 3, 2020 00:18:43
Modified: Wednesday, January 20, 2021 15:47:39
=
Accessed: Thursday, December 3, 2020 00:18:43
Enable logging
. .
L Maximum log size (KB ): 41942402
When maximum event log size is reached:
Rece
(® Overwrite events as needed (oldest events first)
Na (O Archive the log when full, do not overwrite events
Wi (O Do not overwrite events ( Clear logs manually )
Wi
Wi
Wi
Clear Log
og §
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SGBox - Windows Auditing Configuration

2.1.2.2 GPO Configuration

On the Domain Controller, open the Group Policy Management snap-in located in Start —

$ sGBOX

Windows Administrative Tools or Start -> Administrative Tools, depending on the Windows

version.

Click on Event Log (1) and set policy values as follows:

- Maximum security log size:
- Retention method for security log:

B Group Policy Management Editor
File Action View Help
e 2E X

As Needed (3)

4194240 kilobytes (2)

v [ Policies
> [ Software Settings
v ] Windows Settings
> [ Name Resolution Policy
& Scripts (Startup/Shutdown)
> = Deployed Printers
v i Security Settings
> A Account Policies
> j Local Policies

i Event Log
> [ 4 Restricted Groups
> A System Services
> (A Registry
> 4 File System
> Egj Wired Network (IEEE 802.3) Pc
> [ Windows Defender Firewall w
| Network List Manager Policie
> éﬂ Wireless Network (IEEE 802.11
> [ Public Key Policies
> [ Software Restriction Policies
> [ Application Control Policies
> ‘g IP Security Policies on Active
> || Advanced Audit Policy Confic ¥
>

v & Computer Configuration A

~
Policy

l2g) Maximum application log size
l2g) Maximum security log size

12z) Maximum system log size

\2z| Prevent local guests group from accessing application log

12| Prevent local guests group from accessing security log
12| Prevent local guests group from accessing system log
\2| Retain application log

12z| Retain security log

12| Retain system log

12z Retention method for application log

124 Retention method for security log

12 Retention method for system log

Policy Setting
Not Defined
4194240 kilobytes
Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined
Not Defined
Not Defined
As needed

Not Defined

Close the Snap-in and ensure that the policy is properly deployed.
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SGBox - Windows Auditing Configuration v S G B D X

2.2 GPO Advanced Audit Policy Configuration

You can both enclose all settings in a single GPO or create specialized GPOs for each of the four
categories shown below.

2.2.1 Logon Activity Auditing

On the Domain Controller, open the Group Policy Management snap-in located in Start —
Windows Administrative Tools or Start -> Administrative Tools, depending on the Windows
version.

Create a category-specific GPO, or use a general GPO, and configure the various options as follows.

2.2.1.1 Security Options

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local
Policy click on Security Options (1) and set the parameters (2) as shown in the picture.

=/ Group Policy Management Editor — [m] X
File Action View Help

e | rnEXE2 HE

~

=/ Audit - Windows Logon Activity [ACMED( A Policy Policy Setting (o
v = C._omp:._ut_er Configuration [:] Accounts: Administrator account status Not Defined
v [ Policies i Accounts: Block Microsoft accounts Not Defined

| Software Settings
v [ Windows Settings
» ] Name Resolution Policy

12y Accounts: Guest account status Not Defined

l2s| Accounts: Limit local account use of blank passwords to co... Not Defined

2 Scripts (Startup/Shutdown) 12y Accounts: Rename administrator account Not Defined
. = Deployed Printers [z Accounts: Rename guest account Not Defined
v Security Settings [g| Audit: Audit the access of global system objects Not Defined
» 5 Account Policies l2¢] Audit: Audit the use of Backup and Restore privilege Not Defined
v j Local Policies - | Audit: Force audit policy subcategory settings (Windows Vis... Enabled
, j Audit Policy l2¢| Audit: Shut down system immediately if unable to log secur... Not Defined
> j User Rights Assignm 1) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined 2
;ﬂ Security Options 12z DCOM: Machine Launch Restrictions in Security Descriptor... Not Defined
M Event Log 12| Devices: Allow undock without having to log on Not Defined
4 Restricted Groups 12| Devices: Allowed to format and eject removable media Not Defined
» 3 System Services [Ji;) Devices: Prevent users from installing printer drivers Not Defined
’ ;ﬁ Registry l2z| Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
4 File System || Devices: Restrict floppy access to locally logged-on user only  Not Defined

» Zu Wired Network (IEEE 80z
, [ ] Windows Firewall with £
| Network List Manager P
» Zaf Wireless Network (IEEE ¢
» ] Public Key Policies
] Software Restriction Pol

» [] Application Control Poli
i ‘g IP Security Policies on A l2z) Domain member: Digitally encrypt secure channel data (wh... Not Defined

l2z) Domain member: Digitally sign secure channel data (when ... Not Defined

lz) Domain controller: Allow server operators to schedule tasks ~ Not Defined
l2z) Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
l2z) Domain controller: LDAP server channel binding token requi... Not Defined
lz) Domain controller: LDAP server signing requirements Not Defined
\z) Domain controller: Refuse machine account password chan... Not Defined
l2z) Domain member: Digitally encrypt or sign secure channel d... Not Defined

v (] Advanced Audit Policy ¢ ,

l2z) Domain member: Disable machine account password chan... Not Defined

< >
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2.2.1.2 Event Log

From Computer Configuration -> Policies -> Windows Settings -> Security Settings, click on
Event Log (1) and configure parameters (2) as shown in the figure.

$ sGBOX

'=] Group Policy Management Editor
File Action View Help
e 25 X

F Security Settings A
> i Account Policies
i Local Policies

j Event Log

"4 Restricted Groups o

['4 System Services

['4 Registry

"4 File System

j‘_gj Wired Network (IEEE 802.3) Policies

[] Windows Firewall with Advanced Security
| Network List Manager Policies

> g:g! Wireless Network (IEEE 802.11) Policies

> 1 Public Key Policies

> | Software Restriction Policies

> ] Application Control Policies

> g, IP Security Policies on Active Directory (ACN
v ] Advanced Audit Policy Configuration

v 1M Audit Policies <
< >

v

v v

v v vy

~

Policy

\2e) Maximum application log size
12g) Maximum security log size

12z) Maximum system log size

(2| Prevent local guests group from accessing application log

[Zs| Prevent local guests group from accessing security log
12| Prevent local guests group from accessing system log
\2z| Retain application log

\2¢| Retain security log

12¢| Retain system log

12z Retention method for application log

\2z| Retention method for security log

[z Retention method for system log

Policy Setting
Not Defined
4194240 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined

2.2.1.3 Account Logon

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy click on Account Logon (1) and configure parameters (2)

as shown in the figure.

'=[ Group Policy Management Editor
File Action View Help
L Ao IEY

> 1 Public Key Policies A
> ] Software Restriction Policies
> ] Application Control Policies
> g IP Security Policies on Active Directory (ACN
v [] Advanced Audit Policy Configuration
v 1% Audit Policies
gé Account Logon
33 Account Management
5 Detailed Tracking
jé DS Access
:a Logon/Logoff
59 Object Access
Eé Policy Change
3 Privilege Use
3 System
> [ Global Object Access Auditing
uln Policy-based QoS
| Administrative Temolates: Policv definitions (ADM> ¥
< >

VVVVVVYVYVY

Subcategory
5| Audit Credential Validation

5i5] Audit Kerberos Authentication Service

ioF

lo1o| Audit Kerberos Service Ticket Operations

ot

loio] Audit Other Account Logon Events

Success and Failure
Success and Failure
Success and Failure
Not Configured

Audit Events

=5
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SGBox - Windows Auditing Configuration <v> S G B D X

2.2.1.4 Logon/Logoff

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Logon/Logoff (1) and configure parameters (2)
as shown in the figure.

=] Group Policy Management Editor — a X
File Action View Help
L ARA1IEY

> g, IP Security Policies on Active Directory (ACh A Subcategory Audit Events
v ] Advanced Audit Policy Configuration 55 Audit Account Lockout Success
v 1% Audit Policies 5] Audit User / Device Claims Not Configured

> [ Account Logon

» 33 Account Management 5i5] Audit Group Membership Success
- ; 9 %] Audit IPsec Extended Mode Not Configured
> [ Detailed Tracking -
= loio| Audit IPsec Main Mode Not Configured
> A DS Access o
> 3 Logon/Logoff . o ] Audit IPsec Quick Mode Not Configured
> Object Access ] Audit Logoff Success
> [ Policy Change 5] Audit Logon Success and Failure
> 3 Privilege Use 5] Audit Network Policy Server Not Configured
> 3 System 5i5] Audit Other Logon/Logoff Events Success and Failure
> jé Global Object Access Auditing ) Audit Special Logon Success

uln Policy-based QoS
| Administrative Templates: Policy definitions (ADM>
‘eferences
“onfiguration
licies N
<

2.2.1.5 System

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy click on System (1) and configure parameters (2) as shown
in the figure.

'= Group Policy Management Editor _ o X
File Action View Help
€| 25 ]

> g, IP Security Policies on Active Directory (ACN A Subcategory Audit Events
v [] Advanced Audit Policy Configuration

Audit Polici i) Audit IPsec Driver Not Configured
v g Audit Policies ) Audit Other System Events Not Configured
> [ Account Logon o i .
T loio] Audit Security State Change Success
> = Account Management 551 Audit Security Svstem Extensi Not Confi d
» 53 Detailed Tracking i u | ecurity Sy: ern ension ot Con !gure
» 3 DS Access loio] Audit System Integrity Not Configured

> (A Logon/Logoff
55 Object Access

>
> [ Policy Change
> ja PrivilegeU;e/o
> A System
> [l Global Object Access Auditing
uli Policy-based QoS
| Administrative Templates: Policy definitions (ADM>
‘eferences

“onfiguration
blicies
<

Versione: 1.2 © Copyright SecureGate S.r.l. 2022 - All rights reserved Pagina

9/31



SGBox - Windows Auditing Configuration v S G B D X

2.2.2 Domain Controller Auditing

On the Domain Controller, open the Group Policy Management snap-in located in Start — Windows
Administrative Tools or Start -> Administrative Tools, depending on the Windows version.

Create a category-specific GPO, or use a general GPO, and configure the various options as follows.

2.2.2.1 Security Options

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local Policy,
click on Security Options (1) and configure parameters (2) as shown in the figure.

=] Group Policy Management Editor — a X
File Action View Help
e 2@ XE= HE

=/ Audit - Windows Logon Activity [ACMEDC A Policy Policy Setting Lo
v i Computer Configuration

= Polici 12y Accounts: Administrator account status Not Defined

v- _9 |;|eﬁs:w Setti 12s| Accounts: Block Microsoft accounts Not Defined
> oftware Settings .

- 9 1y Accounts: Guest account status Not Defined

v [ Windows Settings

%] Name Resolution Policy l2z| Accounts: Limit local account use of blank passwords to co... Not Defined

) Scripts (Startup/Shutdown) \2y) Accounts: Rename administrator account Not Defined
. = Deployed Printers ls| Accounts: Rename guest account Not Defined
v i Security Settings [2¢| Audit: Audit the access of global system objects Not Defined
> 33 Account Policies l2¢| Audit: Audit the use of Backup and Restore privilege Not Defined
v j Local Policies |- | Audit: Force audit policy subcategory settings (Windows Vis... Enabled
> j Audit Policy [z Audit: Shut down system immediately if unable to log secur... Not Defined
> j User Rights Assignm 1) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined 2
;ﬂ Security Options [z) DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
> j Event Log 12| Devices: Allow undock without having to log on Not Defined
> ;'g Restricted Groups l2z| Devices: Allowed to format and eject removable media Not Defined
A System Services \2¢| Devices: Prevent users from installing printer drivers Not Defined
> 73 Registry l2¢| Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
> L8 File System |:| Devices: Restrict floppy access to locally logged-on user only  Not Defined

» 2o/ Wired Network (IEEE 802
1 Windows Firewall with £
] Network List Manager P

» Calf Wireless Network (IEEE ¢

> [ | Public Key Policies

> [ Software Restriction Pol

» |1 Application Control Poli
, ‘g IP Security Policies on A l2z) Domain member: Digitally encrypt secure channel data (wh... Not Defined

l2z) Domain controller: Allow server operators to schedule tasks ~ Not Defined
lz) Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
l2z) Domain controller: LDAP server channel binding token requi... Not Defined
l2z) Domain controller: LDAP server signing requirements Not Defined
125 Domain controller: Refuse machine account password chan... Not Defined
\2z) Domain member: Digitally encrypt or sign secure channel d... Not Defined

;, "] Advanced Audit Policy ¢ , || “4 Domain member: Digitally sign secure channel data (when ... Not Defined

< >

l2z) Domain member: Disable machine account password chan... Not Defined
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2.2.2.2 FEvent Log

&

SGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings, click on Event

Log (1) and configure parameters (2) as shown in the figure.

'=] Group Policy Management Editor
File Action View Help
e 25 X

> i Account Policies
i Local Policies

;ﬂ Event Log

"4 Restricted Groups °

['4 System Services

['4 Registry

4 File System

_:‘_gj Wired Network (IEEE 802.3) Policies

> [] Windows Firewall with Advanced Security
| Network List Manager Policies

;E Wireless Network (IEEE 802.11) Policies

> 1 Public Key Policies

> | ] Software Restriction Policies

> ] Application Control Policies

> g, IP Security Policies on Active Directory (ACN
v ] Advanced Audit Policy Configuration

v

v v v

v

v

v

Sh Security Settings A
ty 9

v 1M Audit Policies <

~

Policy

\2e) Maximum application log size
12g) Maximum security log size
12z) Maximum system log size

\2z| Retain application log

\2¢| Retain security log

12¢| Retain system log

12z Retention method for application log
\2z| Retention method for security log

[z Retention method for system log

(2| Prevent local guests group from accessing application log
[Zs| Prevent local guests group from accessing security log
12| Prevent local guests group from accessing system log

Policy Setting
Not Defined
4194240 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined

2.2.2.3 Account Management

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy click on Account Management (1) and configure

parameters (2) as shown in the figure.
=] Group Policy Management Editor X
File Action View Help
S e AN-] - (=Y
> ‘g IP Security Policies on Active Directory (ACI A || Subcategory Audit Events
v Advanc_ed Alfd_lt Policy Configuration %] Audit Application Group Management Not Configured
v 1% Audit Policies o i
- loio] Audit Computer Account Management Success
> [ Account Logon o P
== loio] Audit Distribution Group Management Success
> [ Account Management o )
== - . loio] Audit Other Account Management Events Success
> [ Detailed Tracking o ) .
> G DS Access :’0 Audit Security Group Management Success
» A Logon/Logoff loio] Audit User Account Management Success and Failure
> ] Object Access
> jﬂ Policy Change
> :El Privilege Use
> :E System
> [ Global Object Access Auditing
> ull Policy-based QoS
| Administrative Templates: Policy definitions (ADM.
Preferences N
< >
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2.2.2.4 DS Access

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced

Audit Policy Configuration -> Audit Policy click on DS Access (1) and configure parameters (2) as
shown in the figure.

Group Policy Management Editor b m} X

g
File Action View Help

9| nE =2 Hm

> ‘g IP Security Policies on Active Directory (ACI A Subcategory Audit Events
viE Advanc_ed A"fd_it Policy Configuration i Audit Detailed Directory Service Replication Not Configured
v l& é}"dlt Policies 515 Audit Directory Service Access Success and Failure
“'E‘ Account Logon 5] Audit Directory Service Changes Success and Failure e
“ﬁ Acco'ur\t Manaigement 5| Audit Directory Service Replication Success and Failure
» 2 Detailed Tracking )
» 7 DS Access

. A Logon/Logoff
. 3 Object Access
:EI Policy Change
:Ei Privilege Use
;ﬁ System
» 7 Global Object Access Auditing
>l Policy-based QoS
| Administrative Templates: Policy definitions (ADM.

Preferences v
< >
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$ sGBOX

2.2.3 File Server Auditing

On the Domain Controller, open the Group Policy Management snap-in located in Start — Windows
Administrative Tools or Start -> Administrative Tools, depending on the Windows version.

Create a category-specific GPO, or use a general GPO, and configure the various options as follows.

2.2.3.1 Security Options

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local Policy,

click on Security Options (1) and configure parameters (2) as shown in the figure.

(= Group Policy Management Editor X
File Action View Help
e | 2@ XE = HE
(= Audit - Windows Logon Activity [ACMED( A Policy ~ Policy Setting A
v Fpmpgtér Configuration [z Accounts: Administrator account status Not Defined
v p?haes . l2z| Accounts: Block Microsoft accounts Not Defined
; j a\zf::::ssse:nl:]g; ls| Accounts: Guest account status Not Defined
. 7] Name Resolution Policy l2s| Accounts: Limit local account use of blank passwords to co... Not Defined
) Scripts (Startup/Shutdown) lJs| Accounts: Rename administrator account Not Defined
> m= Deployed Printers lz| Accounts: Rename guest account Not Defined
v i Security Settings [ Audit: Audit the access of global system objects Not Defined
N ja Account Policies [ Audit: Audit the use of Backup and Restore privilege Not Defined
v j Local Policies L | Audit: Force audit policy subcategory settings (Windows Vis... Enabled
3 j Audit Policy [z Audit: Shut down system immediately if unable to log secur... Not Defined
> j User Rights Assignm 1) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
_:ﬂ Security Options 12z DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
M Event Log iy Devices: Allow undock without having to log on Not Defined
> ;'g Restricted Groups liiy) Devices: Allowed to format and eject removable media Not Defined
>[4 System Services ;) Devices: Prevent users from installing printer drivers Not Defined
’ 7$ Registry 12| Devices: Restrict CD-ROM access to locally logged-on user... Not Defined
» [ File System \| Devices: Restrict floppy access to locally logged-on user only  Not Defined
’ __Ef Wired Network (IEEE 80 liiz) Domain controller: Allow server operators to schedule tasks ~ Not Defined
—J Windows I?-irewal[ with £ lz) Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
\ ;; \I;IVT::\II:::II\.II::W'\I;::?IQE:’EZ 122/ Domain controller: LDAP server channel binding token requi... Not Defined
" 1 Public Key Policies 122/ Domain controller: LDAP server signing requirements Not Defined
, [ Software Restriction Pol ;) Domain controller: Refuse machine account password chan... Not Defined
, ] Application Control Poli ;) Domain member: Digitally encrypt or sign secure channel d... Not Defined
s g IP Security Policies on A l2z) Domain member: Digitally encrypt secure channel data (wh... Not Defined
v (] Advanced Audit Policy ¢, || “4 Domain member: Digitally sign secure channel data (when ... Not Defined
2 = o s/ Domain member: Disable machine account password chan... Not Defined v
Versione: 1.2 © Copyright SecureGate S.r.l. 2022 - All rights reserved Pagina

13/31



SGBox - Windows Auditing Configuration

2.2.3.2 EventlLog

$ sGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings, click on

Event Log (1) and configure parameters (2) as shown in the figure.

'=] Group Policy Management Editor
File Action View Help
e 25 X

F Security Settings
> i Account Policies
i Local Policies

j Event Log

"4 Restricted Groups o

['4 System Services

['4 Registry

"4 File System

j‘_gj Wired Network (IEEE 802.3) Policies

[] Windows Firewall with Advanced Security
| Network List Manager Policies

> g:g! Wireless Network (IEEE 802.11) Policies

> 1 Public Key Policies

> | Software Restriction Policies

> ] Application Control Policies

> g, IP Security Policies on Active Directory (ACN
v ] Advanced Audit Policy Configuration

v & Audit Policies
< >

v

v v

v v vy

~

Policy

\2e) Maximum application log size
12g) Maximum security log size

12z) Maximum system log size

[Zs| Prevent local guests group from accessing security log
12| Prevent local guests group from accessing system log
\2z| Retain application log

\2¢| Retain security log

12¢| Retain system log

12z Retention method for application log

\2z| Retention method for security log

[z Retention method for system log

(2| Prevent local guests group from accessing application log

Policy Setting
Not Defined
4194240 kilobytes
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined

2.2.3.3 Logon/Logoff

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Logon/Logoff (1) and configure parameters (2)

as shown in the figure.

=/ Group Policy Management Editor = m} X
File Action View Help
L A<]oa (N=Y
v [ ] Advanced Audit Policy Configura A Subcategory Audit Events
v g {,\Ud: Polmei ] Audit Account Lockout Not Configured
’ g.é Accoun: N;)gon . ] Audit User / Device Claims Not Configured
z % DZ::::::! Traacr::emen 55| Audit Group Membership Not Configured
; jé DS Access 9 55| Audit IPsec Extended Mode Not Configured
:B T e | Audit IPsec Main Mode Not Configured
w 55 Object Access ] Audit IPsec Quick Mode Not Configured
> 53 Policy Change % Audit Logoff Success <T’o
> [ Privilege Use &% Audit Logon Success and Failure
> [ System i) Audit Network Policy Server Not Configured
> [ Global Object Access Aud 5i5] Audit Other Logon/Logoff Events Not Configured
> ol Policy-based QoS 55| Audit Special Logon Not Configured
> [] Administrative Templates: Policy definiti
[] Preferences
, User Configuration ™
P .
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2.2.3.4 Object Access

&

SGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Object Access (1) and configure parameters (2)

as shown in the figure.

=/ Group Policy Management Editor
File Action View Help
e 25 =

v [ ] Advanced Audit Policy Configura A
v 1% Audit Policies
> [ Account Logon
» 33 Account Management
> (33 Detailed Tracking
> ja DS Access
> 3 Logon/Logoff
> 53 Object Access
> 3 Policy Change
> [ Privilege Use
> :EI System
> [ Global Object Access Aud
> )l Policy-based QoS
> || Administrative Templates: Policy definiti
[ Preferences
, User Configuration

< >

Subcategory

ot

loio] Audit Application Generated

] Audit Certification Services

55| Audit Detailed File Share

&) Audit File Share

] Audit File System

55| Audit Filtering Platform Connection
55| Audit Filtering Platform Packet Drop
55| Audit Handle Manipulation

] Audit Kernel Object

55| Audit Other Object Access Events
55| Audit Registry

[5is| Audit Removable Storage

515 Audit SAM

B

o1
o1

loie| Audit Central Access Policy Staging

Audit Events

Not Configured
Not Configured
Success and Failure
Success and Failure
Success and Failure
Not Configured
Not Configured
Success and Failure
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

2.2.3.5 Policy Change

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Policy Change (1) and configure parameters (2)

as shown in the figure.

=] Group Policy Management Editor
File Action View Help
o | 2E ]

v [ ] Advanced Audit Policy Configura A
v 1% Audit Policies
> |3 Account Logon
> 3 Account Management
> 5 Detailed Tracking
> :E] DS Access
> 3 Logon/Logoff
o\:- 5 Object Access
> [ Policy Change
> jﬂ Privilege Use
> jﬂ System
> jé] Global Object Access Aud
> ulll Policy-based QoS
> [ Administrative Templates: Policy definiti
[] Preferences
, User Configuration

< >

Subcategory

ot

loio| Audit Audit Policy Change

55| Audit Authentication Policy Change

55| Audit Authorization Policy Change

55| Audit Filtering Platform Policy Change
| Audit MPSSVC Rule-Level Policy Change

| Audit Other Policy Change Events

Audit Events
Success

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
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2.2.3.6 System

A\

&

SGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced

Audit Policy Configuration -> Audit Policy, click on System (1) and configure parameters (2) as

shown in the figure.

=] Group Policy Management Editor
File Action View Help
L ARal:al NEY

> g IP Security Policies on Active Directory (ACh A
v ] Advanced Audit Policy Configuration

v 1% Audit Policies
> jé Account Logon
> 33 Account Management
> 3 Detailed Tracking
> jé DS Access
> [ Logon/Logoff
> 3 Object Access

> jé Policy Change

. ja PrivilegeUS‘e/o

> [ System

» [fl Global Object Access Auditing
uln Policy-based QoS
| Administrative Templates: Policy definitions (ADM>
‘eferences

“onfiguration
blicies
<

Subcategory

i) Audit IPsec Driver

5| Audit Other System Events
5i5] Audit Security State Change

] Audit Security System Extension
i) Audit System Integrity

Audit Events
Not Configured
Not Configured
Success

Not Configured
Not Configured
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2.2.4 Windows Servers and Workstation Auditing

On the Domain Controller, open the Group Policy Management snap-in located in Start — Windows
Administrative Tools or Start -> Administrative Tools, depending on the Windows version.

Create a category-specific GPO, or use a general gpo, and configure the various options as follows.

2.2.4.1 Security Options

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Local Policy,
click on Security Options (1) and configure parameters (2) as shown in the figure.

=/ Group Policy Management Editor — O X
File Action View Help

e | rnEXE2 HE

(=] Audit - Windows Logon Activity [ACMED( A Policy Policy Setting A
v = C._omp:._ut_er Configuration 5] Accounts: Administrator account status Not Defined
v [ Policies i Accounts: Block Microsoft accounts Not Defined

| Software Settings
v [ Windows Settings
» [ ] Name Resolution Policy

\2y) Accounts: Guest account status Not Defined

l2g] Accounts: Limit local account use of blank passwords to co... Not Defined

=) Scripts (Startup/Shutdown) 12y Accounts: Rename administrator account Not Defined
. = Deployed Printers l2z| Accounts: Rename guest account Not Defined
v & Security Settings [g| Audit: Audit the access of global system objects Not Defined
» 33 Account Policies \2¢| Audit: Audit the use of Backup and Restore privilege Not Defined
v j Local Policies @ Audit: Force audit policy subcategory settings (Windows Vis... Enabled
. j Audit Policy [2¢| Audit: Shut down system immediately if unable to log secur... Not Defined
> j User Rights Assignm 1) DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined 2
j Security Options 12z DCOM: Machine Launch Restrictions in Security Descriptor ... Not Defined
M Event Log 12| Devices: Allow undock without having to log on Not Defined
g Restricted Groups 2y Devices: Allowed to format and eject removable media Not Defined
>[4 System Services [J;) Devices: Prevent users from installing printer drivers Not Defined
’ ~5 Registry |1y Devices: Restrict CD-ROM access to locally logged-on user ... Not Defined
4 File System || Devices: Restrict floppy access to locally logged-on user only  Not Defined

» Zu/ Wired Network (IEEE 802
» || Windows Firewall with £
| Network List Manager P
» Zafl Wireless Network (IEEE £
» [ Public Key Policies
| Software Restriction Pol

» ] Application Control Poli
. ‘g IP Security Policies on A l2z) Domain member: Digitally encrypt secure channel data (wh... Not Defined

\2z) Domain member: Digitally sign secure channel data (when ... Not Defined

\z) Domain controller: Allow server operators to schedule tasks ~ Not Defined
l2z) Domain controller: Allow vulnerable Netlogon secure chann... Not Defined
lz) Domain controller: LDAP server channel binding token requi... Not Defined
lz) Domain controller: LDAP server signing requirements Not Defined
l2z) Domain controller: Refuse machine account password chan... Not Defined
l2z) Domain member: Digitally encrypt or sign secure channel d... Not Defined

v (] Advanced Audit Policy ¢ ,
< - >

l2z) Domain member: Disable machine account password chan... Not Defined
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2.2.4.2 Event Log

$ sGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings, click on Event
Log (1) and configure parameters (2) as shown in the figure.

'=] Group Policy Management Editor
File Action View Help
e 25 X

F Security Settings
> i Account Policies
i Local Policies

j Event Log

"4 Restricted Groups o

['4 System Services

['4 Registry

"4 File System

j‘_gj Wired Network (IEEE 802.3) Policies

[] Windows Firewall with Advanced Security
| Network List Manager Policies

> g:g! Wireless Network (IEEE 802.11) Policies

> 1 Public Key Policies

> | Software Restriction Policies

> ] Application Control Policies

> g, IP Security Policies on Active Directory (ACN
v ] Advanced Audit Policy Configuration

v & Audit Policies
< >

v

v v

v v vy

~

Policy

\2e) Maximum application log size

12g) Maximum security log size

12z) Maximum system log size

\2s| Prevent local guests group from accessing application
[Zs| Prevent local guests group from accessing security log
12| Prevent local guests group from accessing system log
\2z| Retain application log

\2¢| Retain security log

12¢| Retain system log

12z Retention method for application log

\2z| Retention method for security log

[z Retention method for system log

Policy Setting
Not Defined
4194240 kilobytes
Not Defined
log Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
Not Defined
As needed
Not Defined

2.2.4.3 Account Management

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Account Management (1) and configure
parameters (2) as shown in the figure.

=/ Group Policy Management Editor — m} X
= p Folicy 9
File Action View Help
e 2@ |
> ] Application Control Policies ~ || Subcategory Audit Events
’ ‘g’ fdsecur'tgzozf'is ?n A:'V: Dlrec.tory (A 5| Audit Application Group Management Not Configured
v —Jl v:";ip T ,'t olicy Configuration 5| Audit Computer Account Management Success
v j;; Alcczl:::io on ) Audit Distribution Group Management Not Configured
Z ’:-a Rmm—— Magna s 5| Audit Other Account Management Events Not Configured
X :-a Detailed Tracki:g | Audit Security Group Management Success
S :a DS Access 5| Audit User Account Management Success and Failure
> (33 Logon/Logoff
> ] Object Access
> A Policy Change
> jﬂ Privilege Use
> :ﬂ System
> (33 Global Object Access Auditing
+ gl) Policy-based QoS
| Administrative Templates: Policy definitions (AD “
< > < >
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2.2.4.4 Detailed Tracking

&

SGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Detailed Tracking (1) and configure parameters

(2) as shown in the figure.

=] Group Policy Management Editor
File Action View Help
| 2@ =

> ] Application Control Policies ~
> g, IP Security Policies on Active Directory (A
v [ ] Advanced Audit Policy Configuration
v 1% Audit Policies
> A Account Logon

;EI Account Management
gﬂ Detailed Tracking
5 DS Access
5 Logon/Logoff
/55 Object Access
3 Policy Change
:ﬂ Privilege Use

> :ﬂ System

> 33 Global Object Access Auditing
+ gl) Policy-based QoS
| Administrative Templates: Policy definitions (AD v

VVVVVYVY

< >

Subcategory
& Audit DPAPI Activity

& Audit PNP Activity

5] Audit Process Creation

5] Audit Process Termination
5i5] Audit RPC Events

sis| Audit Token Right Adjusted

Audit Events
Not Configured
Success

Not Configured
Not Configured
Success

Not Configured

2.2.4.5 Object Access

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Object Access (1) and configure parameters (2)

as shown in the figure.

=] Group Policy Management Editor X
File Action View Help
e 25H =
> [ Application Control Policies A || Subcategory Audit Events
’ ‘g' !::ecuntg:o:jl'a:s ?n Acctlv: Dlrecjtory G 5| Audit Application Generated Not Configured
vd 1'5\/:";_1 ) T _It olicy Configuration 515 Audit Certification Services Success and Failure
v IR fuditFolices % Audit Detailed File Share Not Configured
> [ Account Logon =, o -
5 :ﬂ Account Management loio] Audit File Share Success and Failure
; féi Detailed Tracking it Audit File System Not Configured
S jé DS Access | Audit Filtering Platform Connection Not Configured
> I Logon/Logoff s| Audit Filtering Platform Packet Drop Not Configured
» 3 Object Access %] Audit Handle Manipulation Success and Failure
> [ Policy Change i Audit Kernel Object Not Configured
> [ Privilege Use 5| Audit Other Object Access Events Success and Failure
> A System 5| Audit Registry Success and Failure
> ] Global Object Access Auditing i) Audit Removable Storage Success and Failure
+ ulli Policy-based QoS 515 Audit SAM Not Configured
*| Administrative Templates: Policy definitions (AD" || 5] Audit Central Access Policy Staging Not Configured
references
Confiauration v
< > < >
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2.2.4.6 Policy Change

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Policy Change (1) and configure parameters (2)
as shown in the figure.

=] Group Policy Management Editor — a X
File Action View Help
| 2@ =

> [ | Application Control Policies A || Subcategory Audit Events
> g, IP Security Policies on Active Directory (A 5] Audit Audit Policy Change Success
v [ Advanced Audit Policy Configuration o . - 8
) . loio| Audit Authentication Policy Change Success
v i /:\?dAlt Poha:i 5| Audit Authorization Policy Change Success e
g AE:Z::t h:ag:a';ement sis| Audit Filtering Platform Policy Change Success
» 3 Detailed Tracking ie| Audit MPSSVC Rule-Level Policy Change Success and Failure
> 53 DS Access 5] Audit Other Policy Change Events Success and Failure
» /53 Logon/Logoff
> |7 Object Access
> [ Policy Change
> jﬂ Privilege Use
> :a System
> [l Global Object Access Auditing
» gl) Policy-based QoS
| Administrative Templates: Policy definitions (AD v
< > < >

2.2.4.7 Privileged Use

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on Privileged Use (1) and configure parameters (2)
as shown in the figure.

=] Group Policy Management Editor — a X
File Action View Help
e 2@ 3|

> ] Application Control Policies A || Subcategory Audit Events
’ ‘g’ l): Secur'tYKOIIF'es c?n Adlvé Dlrec.tory (A 55| Audit Non Sensitive Privilege Use Not Configured
v [2] Advanced Audit Policy Configuration | Audit Other Privilege Use Events Not Configured

1% Audit Polici ot . . . .
v i :_Udlt oltetes loio| Audit Sensitive Privilege Use Success and Failure <—°
> [ Account Logon

> jﬂ Account Management
> jﬂ Detailed Tracking

> :a DS Access

> [ Logon/Logoff

> |7 Object Access
> |3 Policy Change
> [ Privilege Use

> fﬂ System

> [ Global Object Access Auditing
+ gl) Policy-based QoS
| Administrative Templates: Policy definitions (AD v
< > < >
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2.2.4.8 System

A\

)

A%

SGBOX

From Computer Configuration -> Policies -> Windows Settings -> Security Settings -> Advanced
Audit Policy Configuration -> Audit Policy, click on System (1) and configure parameters (2) as

shown in the figure.

=/ Group Policy Management Editor - m} X
El p Policy g
File Action View Help
| 2@ =]
> ] Application Control Policies ~ || Subcategory Audit Events
> 8 '::“””‘g:°";?':5 o Acd"’: Directory (A | 54 Audit IPsec Driver Not Configured
v [ Advanced Au ,'t olicy Configuration 5| Audit Other System Events Success and Failure
v 1% Audit Policies o . .
== loio| Audit Security State Change Success
> [ Account Logon o ) . . .
== loio] Audit Security System Extension Not Configured
> [ Account Management - . X K
N jﬂ Detailed Tracking loio| Audit System Integrity Success and Failure
> (53 DS Access
> [ Logon/Logoff
> |7 Object Access
> |3 Policy Change
> A PrivilegeU;e/c
> 5& System
> [ Global Object Access Auditing
+ al) Policy-based QoS
| Administrative Templates: Policy definitions (AD v
< > < >
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3 Object-level access auditing configuration

3.1 Active Directory Windows Server 2012 and higher

If you want to collect information on user activity in the domain, it is necessary to configure
Object-level auditing for the Domain partition also.

If you also want to check for changes to the AD Configuration and Schema, you must also
enable Object-level auditing for Configuration and Schema partitions.

Please follow the procedure below for each Domain or Organizational Unit you wish to
control.

1) From any Domain Controller belonging to the Domain you want to control, open the Active
Directory Users and Computers snap-in located in Start — Windows Administrative Tools or in
Start -> Administrative Tools, depending on the Windows version.

Click on the View tab and verify that Advanced Features is selected.

] Active Directory Users and Computers - O X

File Action View Help

Gash| N Add/Remove Columns...
] Active Dire Large Icons Description
Saved ( Small Icons

v F3 acmelc List
v a4 Acr i
® Detail

a] Users, Contacts, Groups, and Computers as containers
5“" Advanced Features
or
Filter Options...

2. Dor
~ Fort Customize...
. Keys
LostAndFound
Managed Service Accour
_ Program Data
System
. Users
NTDS Quotas
TPM Devices

< >

Enables/disables advanced features and objects
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2) Right click on the Domain node you want to control and select Properties.

] Active Directory Users and Com|| Name
| Saved Queries 18 ACMEWS001
v 3 acme.loca’
v [ Acme Delegate Control...
2. Gre Find...
2] Use Change Domain...
. Builtin Change Domain Controller...
~ Compt . .
- - Raise domain functional level...
2. Domai
1 Foreigi Operations Masters...
- Keys New
. LostAr
=M All Tasks
| Manac
=1 Progra Refresh
1 Systerr
. Users Properties
NTDS Help
_ TPMD H

Type
Computer
Computer

$ sGBOX

3) Within the Propertis panel select the Security tab then click on the button Advanced in the lower
right corner.

4) In the “Advanced Security Settings” panel select the Auditing tab.

Owner:

Type

Permissions

82 Succ..
2 Succ...
52 Succ...
82 Succ..
82 Succ..

Advanced Security Settings for acme

Administrators (ACME\Administrators) Change

Auditing Effective Access

Auditing entries:

Principal
Everyone
Everyone
Domain Users (ACME\Domai...
Administrators (ACME\Admi...
Everyone

Access

All extended rights
All extended rights
Special

Inherited from
None
None
None
None
None

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Applies to

Special
Special
This object only
This object only

This object and all descendant...

Add

Remove View

Restore defaults

Cancel Apply

Click on the Add button and then, within the “Auditing Entry” panel, select the Select a

principal link.
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A\

$ sGBOX

Principal:  Select a principal — <—
Type: Success
Appliesto: |This objectand all d4 Select User, Computer, Service Account, or Group X
Select this object type:
[User, Group, or Buitin securty pincpal | | Obiect Types...
Permissions: From this location:
Full control |aemejocd ‘ | Locations...
List tents
o eenen Enterthe object name to select (examples):
Read all properties o I ‘ -
Write all properties bjects
Delete bjects
Delete subtree
. | Advanced... oK | Cancel
Read permissions

Modify permissions
Modify owner

All validated writes

All extended rights
Create all child objects
Delete all child objects
Create Computer objects
Delete Computer objects

Create Contact objects

Create msSFU30Netld objects

Delete msSFU30Netld objects

Create msSFU30NetworkUser objects

Delete msSFU30NetworkUser objects

Create msTPM-InformationObjectsContainer objects
Delete msTPM-InformationObjectsContainer objects
Create nisMap objects

Delete nisMap objects

Create nisNetgroup objects

oK

Cancel

5) In the “Select User, Computer, Service Account, or Group” panel type everyone in the Enter
the object name to select field, then confirm clicking the OK button.

Back in the “Auditing Entry” panel, set the Type: field to “Success” and the Applies to: field on
“This object and all descendant objects”.

Auditing Entry for acme [m}
~
Principal:  Everyone Select z principal
Type: Success v
Applies to: | This object and all descendant objects v
Permissions:
[C]Full control [4] Delete msimaging-PSPs objects
[[]List contents [] Create MSMQ Queue Alias objects
[JRead all properties [“] Delete MSMQ Queue Alias objects
[A Write all properties [] Create msPKI-Key-Recovery-Agent objects
[ Delete [“] Delete msPKI-Key-Recovery-Agent objects
[ Delete subtree ] Create msSFU30MailAliases objects
[[JRead permissions [£] Delete msSFU30MailAliases objects
[ Modify permissions [4] Create msSFU30Netld objects
M Modify owner [/] Delete msSFU30Netld objects
[4 Al validated writes [4] Create msSFU30NetworkUser objects
M All extended rights [¥] Delete msSFU30NetworkUser objects
[A Create all child objects [4] Create msTPM-InformationObjectsContainer objects
[ Delete all child objects [“] Delete msTPM-InformationObjectsContainer objects
[A Create Computer objects [] Create nisMap objects
[ Delete Computer objects [~] Delete nisMap objects
[ Create Contact objects [4] Create nisNetgroup objects v
Versione: 1.2 © Copyright SecureGate S.r.l. 2022 - All rights reserved Pagina

24/31



$ sGBOX

6) In the Permissions box, select all the checkboxes but the following:

SGBox - Windows Auditing Configuration

- Full Control

- List Contents

- Read All Properties
- Read Permissions

7) Check that at the end of the Permission box, the checkbox Only apply these auditing settings
to objects and/or containers within this container is not selected and click the OK button to
confirm changes.
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3.2 Windows File Server 2012 and higher

Object-level access auditing configuration is essential to be able to collect audit events generated
by the Advanced Audit Policy specified above.

By configuring Object-level access auditing we will specify which event classes to collect and which
users to monitor.

Follow these steps for each folder or disk that you want to monitor.

1) Right-click the folder you want to monitor and select Properties from the pop-up menu. Select
the Security tab (1) and then click Advanced (2).

AcmeShare Properties X

General Sharing Securty Previous Versions Customize

Object name:  E:\AcmeShare

Group or user names:

£2 CREATOR OWNER A
SR SYSTEM

2 Rider

D | karta Arzon I bartaY@anma lnnal)

< >

To change pemissions, click Edit. Edit._

Pemissions for CREATOR

OWNER Allow Deny

Full control A
Modify

Read & execute

List folder contents

Read

Write v

For special permissions or advanced settings, Advanced

click Advanced. e/

Gren | [17558
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2) Select the Auditing tab and click Continue (2)

Advanced Security Settings for AcmeShare ]
Name: E\AcmeShare
Owner: Rider &) Change

Permissions Share Auditing Effective Access

oYou must be an administrator or have been given the appropriate privileges to view the auditing properties of this object.

Do you want to continue?

e

9 Continue

Cancel Apply

3) click the Add button (1) to add a new auditing permission configuration.

Advanced Security Settings for AcmeShare [m}

Name: E:\Test\AcmeShare

Owner: Rider (ACME\Rider) Change
Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

X

Type Principal Access Inherited from Applies to

#
Add Remove View

Disable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

oK Cancel Apply
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$ sGBOX

4) Click the Select a principal link in the top-left corner to add a new principal. Then select Everyone
(1), or any custom group that contains the users for whom you want to monitor access.

Select User, Computer, Service Account, or Group X
Select this object type:
‘User. Group, or Builtin security principal ‘ Object Types...
From this location:
‘acme local l Locations...
Enter the object name to select
leveryone| ‘\o Check Names
Advanced... Cancel
Read
Write

Special permissions

Only apply these auditing settings to objects and/or containers within this container

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

O
Show advanced permissions
Clear all
OK Cancel

You can now set the audit entries for the access types you want to control. The configurations

needed are shown below:

5) Read access succeeded

Auditing Entry for AcmeShare

Principal: ~ Everyone Select a principal

Type: Success v

Applies to: | Files only v e

Advanced permissions:
[]Full control
[ Traverse folder / execute file
List folder / read data
[[JRead attributes
[[JRead extended attributes
[] Create files / write data
[ Create folders / append data

[] Write attributes

[[] Write extended attributes
[[] Delete subfolders and files
[]Delete

[[JRead permissions

[[] Change permissions

[[] Take ownership

[[] Only apply these auditing settings to objects and/or containers within this container

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

°_> Show basic permissions

°_> Clear all

o

Cancel

- Set Type: -> Success (1)
- Set Applies to: -> File Only (2)
- Click the link Show Advanced Permissions (3)
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- Click the Clear All button (4) to clear all preset permissions
- Select the following permissions (5)

o List folder / read data
- Press the OK button (6) to save the configuration

SGBox - Windows Auditing Configuration

6) Successful edit access

Repeat steps 3 and 4 to create a new permission set and set it as follows:

Auditing Entry for AcmeShare [m] X
Principal:  Everyone Select a principal
Type: Success v 4—0
Applies to: | This folder, subfolders and files v 4_9
Advanced permissions: e—> Show basic permissions
] Full control [] Write attributes
[ Traverse folder / execute file Write extended attributes
[ List folder / read data Delete subfolders and files
[JRead attributes Delete
[]Read extended attributes [JRead permissions
Create files / write data Change permissions
Create folders / append data Take ownership

[[] Only apply these auditing settings to objects and/or containers within this container °—> Clear all

A\

Cancel

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

- Set Type: -> Success (1)
- Set Applies to: -> This folder, subfolders, and files (2)
- Click the link Show Advanced Permissions (3)
- Click the Clear All button (4) to clear all preset permissions
- Select the following permissions (5)
o Create files / write data
Create folders / append data
Write extended attributes
Delete subfolders and files
Delete
Change permissions
o Take ownership
- Press the OK button (6) to save the configuration

O O O O O
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7) Read or Edit access failed

Repeat steps 3 and 4 to create a new permission set and set as follows:

Auditing Entry for AcmeShare m} X

Principal:  Everyone Select a principal

Type: Fail -

Y

Applies to: | This folder, subfolders and files v

Advanced permissions: °—> Show basic permissions
[JFull control [[] Write attributes
[] Traverse folder / execute file Write extended attributes
List folder / read data Delete subfolders and files
[JRead attributes Delete
[JRead extended attributes []Read permissions
Create files / write data Change permissions
Create folders / append data Take ownership

[C] Only apply these auditing settings to objects and/or containers within this container °_> Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

.

- Set Type: -> Fail (1)
- Set Applies to: -> This folder, subfolders, and files (2)
- Click the link Show Advanced Permissions (3)
- Click the Clear All button (4) to clear all preset permissions
- Select the following permissions (5)
o List folder / read data
Create files / write data
Create folders / append data
Write extended attributes
Delete subfolders and files
Delete
Change permissions
o Take ownership
- Press the OK button (6) to save the configuration

O O O O O O
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8) After the configurations, click the OK button (1) to save and apply the set permissions.

Advanced Security Settings for AcmeShare O
Name: E:\Test\AcmeShare
Owner: Rider (ACME\Rider) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to
82 Success Everyone List folder / read data None Files only
82 Success Everyone Special None This folder, subfolders and files
2 Fail Everyone Special None This folder, subfolders and files
Add Remove Edit

Disable inheritance

[JReplace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply
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